Fundamentals of Computer Networks and Telecommunications
Exam questions
Block-1
1. Describe the fundamental concepts of computer networks
2. Describe the structure and purpose of the Cisco IOS operating system
3. Explain the functions of the Transport Layer and the characteristics of TCP and UDP protocols
4. Characterize the types of devices that use Cisco IOS and their functional capabilities
5. Provide a description of the Network Layer of the OSI model and the principles of packet routing
6. Describe the life cycle of a data packet in the network from sender to receiver
7. List the principles of IP addressing and the purpose of the subnet mask
8. Describe the Cisco troubleshooting methodology and the steps involved in applying it
9. Describe IP address classes and their areas of application
10. Describe basic commands and operations of Cisco routers and switches

Block-2

1. Provide a description of classless addressing and the principles of CIDR
2. Characterize the basic approaches to managing Cisco devices in a network
3. Describe the Data Link Layer and Physical Layer, their roles, and the technologies they use
4. Describe the fundamental principles of routing and the logic of decision-making by a router
5. Provide a description of network devices such as routers, switches, access points, and firewalls
6. Describe the differences between static and dynamic routing
7. List the main dynamic routing protocols, their features, and areas of application
8. Describe the interaction of the OSI model layers in the data transmission process and the impact of Cisco device configurations on network communication
9. Explain the structure and purpose of Interior Gateway Protocols (IGP) and their fundamental configuration principles
10. Provide a description of device management tasks in enterprise networks and the tools used to perform them

Block-3
1. Explain the fundamental principles of OSPF configuration
2. Describe the primary routing fundamentals and the role of routing protocols in multi-network environments
3. Provide a description of VLAN technology and its role in segmenting network traffic
4. Explain the principles of Inter-VLAN routing and the configuration steps required to enable communication between VLANs
5. Provide a description of routing distances and their impact on route selection in dynamic routing protocols
6. Describe the purpose and structure of DHCP and its role in automating IP address distribution
7. Describe the purpose of Access Control Lists (ACLs) and their applications in enterprise networks
8. Provide a description of Network Address Translation (NAT) and its role in IPv4 address conservation
9. Describe the fundamental features and advantages of IPv6 addressing compared to IPv4
10. Explain the role of IPv6 in modern network architecture and its integration with existing technologies such as VLAN, DHCPv6, and routing protocols


